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Executive Summary

In an era where data is considered the new oil,
user privacy has become one of the most
pressing issues facing social media platforms.
With high-profile data breaches, increasing
regulatory scrutiny, and growing user demand
for tfransparency, social media companies must
prioritize privacy to maintain trust and loyalty.
This whitepaper explores the current state of
social media privacy, the key regulations
shaping the industry, and how platforms like
DoYou by Sikhona are addressing privacy
concerns to build a secure and user-centric
social experience.
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Social media platforms have amassed
providing individuals with the means fo
However, as these platforms grow, so does
they collect, ranging from location data
personal preferences. In recent years, user
breaches, misuse of personal information, and conc
companies monetize user data.

Facebook-Cambridge Analytica Scandal: In2

With rising privacy concerns, social media
proactive approach fo protect user dato
regulatfions.
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w Key Regulations Shaping Social
Media Privacy

GDPR (General Dat 2 R u[bﬁr‘mjﬁ;‘;

Impact on Social Media: Social medla
platforms operating in the EU musigensus
they comply with GDPR’s provisions

to overhaul ?hew data collection and

consent practices to comply with GDPR.

I User Rights
GDPR gives users the right to be
forgotten, empowering them fo
request the deletion of their data
from platforms. It also mandates
data portability, allowing users to

transfer their data from one
platform to another.
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CCPA (California Consumer Privacy Act)

The CCPA, implemented in 2020, provides California residents with
privacy rights similar to GDPR, including the right fo know what personal
data is being collected, the right to opt out of the sale of their data, and
the right to request deletion of their data. ‘

Impact on Platforms: As California is the most populous U.S.
state, the CCPA effectively impacts social media platforms
across the United States. Platforms must provide California users
options fo manage their privacy settings and comply with
data access requests.

v

rivacy Regulations ’ .

As data privacy becomes a global concern,
other regions are enacting their own versions |
of GDPR and CCPA:

Brazil's LGPD (Lei Geral de Protecdo de
Dados): Similar to GDPR, Brazil's LGPD
regulates data processing activities and
ensures transparency and accountability for
personal data usage.

China’s PIPL (Personal Information Protection
Law): China’s PIPL, introduced in 202
regulates how personal data is proces
P and stored by organizations, w

emphasis on data localization.
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The Cost of Privacy Breaches

1. Financial Costs

Data breaches can have significant financial repercussions for social
media companies. In 2020, Facebook was fined $5 billion by the U.S.
Federal Trade Commission (FTC) for privacy violations, marking one of
the largest penalties ever imposed on a tech company.

2. Reputational Damage

Beyond financial losses, data breaches severely damage a company’s
reputation. After the Cambridge Analytica scandal, Facebook’s user trust
declined dramatically, with 44% of users stating they had rec.@’- oo
their use of the platform due to privacy concerns. £

® lLoss of User Trust: Once ftrust is eroded, it can Tc:kel,é_rs to rebuild.
Studies show that 71% of users say they would Usi '
media platform after learning about a privacy bre@ih.

3. User Migration

Platforms that fail to protect user privacy face the ri 'ul losing users to
competitors. For instance, the launch of more prwocy i) Used platforms
like Signal and Telegram saw spikes in downloads @ oriva '"--concei’rns. ]
were raised about WhatsApp's data-sharing poli
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; :f Building Trust Through Privacy: A
«.a Competitive Advantage

User-Controlled Privacy Settings

Providing users with clear, accessible privacy controls is key to building
trust. Platforms that offer comprehensive privacy seftings, including
options to manage data sharing, third-party access, and ad targeting,
are more likely fo retain users who value control over their personal
information.

® Granular Control: Platforms like Instagram and Twitter have
introduced more detailed privacy controls, enabling users to decide
which data is collected, how ads are targeted, and what information
is shared publicly.

Data Transparency and Consent

To gain user frust, platforms must prioritize transparency. This means
informing users in plain language how their data is collected, processed,
and monetized. Social media platforms that simplify their terms of service
and privacy policies to make them more understandable to users are
perceived as more trustworthy.

® DoYou's Approach: Sikhona's DoYou platform focuses on user
transparency by providing clear explanations of how data is used
and allowing users to easily control what information they share.
DoYou's commitment to privacy ensures that user data is never sold to
third parties without consent.



End-to-End Encryption

End-to-end encryptfion ensures
communicating users can access the ¢
their messages. Platforms Ilke‘-«thTsAp
and Telegrom have built t;%élr rep!

feature.

Encrypted
Communication
& DoYou
Sikhona'is implementing
encrypted messaging
options on DoYou, ensuring
that.users. can communicateiis
securely and privately,
fostering a safe social
media environment.



,'" | Privacy-First Social Media Models

1. Decentralized Social Platforms

Decentralized platforms offer an alternative to traditional social media
by giving users full control over their data. These platforms operate
without central ownership, allowing users to retain ownership of their
content and personal information.

¢ Mastodon and Diaspora: Decentralized platforms like Mastodon
and Diaspora are gaining popularity among privacy-conscious users
who want to avoid traditional, centralized data collection models.

® DoYou's Privacy Commitment: While DoYou is not decentralized, its
focus on user privacy and data control helps bridge the gap, offering
users a balance of eentralized functionality with enhanced privacy
protections.

2. Monetizing Privacy-First Platforms

Some platforms are experimenting with new revenue models that don't
rely on user data. Instead of selling user information to advertisers,
privacy-first platforms often rely on subscriptions, donations, or premium
features fo generate revenue.

onation Model: Signal, o popular encrypted messaging
entirely on donations, ensuring that user data is never
g purposes.

on Strategy: DoYou offers a hybrid model that
emberships and fipping for content creators
ever, ads are carefully targeted based on user
cmpromising privacy.
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G Sikhona’s Approach to Privacy

| — Through the DoYou Platform

1. Commitment to User Privacy

Sikhona’s DoYou platform is designed with privacy at its
core. Users are given control over their personal information
and data-sharing preferences. Unlike many traditional
platforms, DoYou does not sell user data to third parties
without consent, ensuring that privacy is prioritized at every
stage of the user experience.

2. Compliance with Global
Privacy Regulations

Sikhona ensures that DoYou
complies with GDPR, CCPA;
and other global privacy
laws, safeguarding  user
data across regions. By
staying ahead of regulatory
changes, Sikhona 1S
positioned to build trust and
retain users In saw.world
where privacy IS
increasingly imporfant.




Conclusion

As users become increasingly concerned about
privacy, social media platforms must prioritize
data protection and transparency to build and
maintain trust. Privacy regulations like GDPR and
CCPA are reshaping how platforms handle user
data, and those that fail to comply risk severe
financial and reputational damage. Sikhona's
DoYou platform:-has made privacy a central focus,
providing users with confrol over their data and
compliance with global privacy standards. In an
ena where trust is paramount, .DoYou offers a
secure, -.user-cenfric. social media experience,
positioning ifself as a leader in the privacy-first
movement.

& DoYou
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